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1
PERFORMING AES ENCRYPTION OR
DECRYPTION IN MULTIPLE MODES WITH
A SINGLE INSTRUCTION

This application is a continuation of U.S. patent applica-
tion Ser. No. 11/724,005, filed Mar. 14, 2007, the content of
which is hereby incorporated by reference.

BACKGROUND

Implementations of the claimed invention generally may
relate to processors, and in particular to instructions for caus-
ing processors to perform Advanced Encryption Standard
(AES) encryption or decryption.

AES is the advanced encryption standard from the National
Institute of Standards and Technology (NIST), and is defined
in FIPS Publication 197. AES may have a variable key size.
There are 3 acceptable key sizes: 128-bit, 192-bit and 256-bit.
AES encryption takes 128-bits plaintext input and a key, and
then produces 128-bits of ciphertext (e.g., plaintext that has
been AES encrypted) output. Similarly, AES decryption per-
forms an opposite operation where it takes 128-bits ciphertext
and a key to produce 128-bits of plaintext.

AES may be used in many modes of operation. One of the
more common modes is the so-called Cipher-Block Chaining
(CBC) mode. A somewhat less common mode is the so-called
Electronic Codebook (ECB) mode. Other modes are also
possible, such as the emergent so-called Counter mode
(CTR), which is conceptually similar to ECB.

In computing systems, it may be desirable to have an
instruction or instructions for a processor that is dedicated to
AES encryption and/or decryption.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this specification, illustrate one or
more implementations consistent with the principles of the
invention and, together with the description, explain such
implementations. The drawings are not necessarily to scale,
the emphasis instead being placed upon illustrating the prin-
ciples of the invention. In the drawings,

FIG. 1 illustrates an example computer system according
to some implementations;

FIG. 2 illustrates register files of a processor according to
some implementations;

FIG. 3 conceptually illustrates an AES encryption instruc-
tion used in ECB mode;

FIG. 4 illustrates example code for using the AES encryp-
tion instruction in ECB mode;

FIG. 5 conceptually illustrates an AES encryption instruc-
tion used in CBC mode;

FIG. 6 conceptually illustrates two chained AES encryp-
tion instructions used in CBC mode;

FIG. 7 illustrates example code for using the AES encryp-
tion instruction in CBC mode;

FIG. 8 conceptually illustrates an AES encryption instruc-
tion used in CTR mode; and

FIG. 9 illustrates example code for using the AES encryp-
tion instruction in CTR mode.

DETAILED DESCRIPTION

The following detailed description refers to the accompa-
nying drawings. The same reference numbers may be used in
different drawings to identify the same or similar elements. In
the following description, for purposes of explanation and not
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limitation, specific details are set forth such as particular
structures, architectures, interfaces, techniques, etc. in order
to provide a thorough understanding of the various aspects of
the claimed invention. However, it will be apparent to those
skilled in the art having the benefit of the present disclosure
that the various aspects of the invention claimed may be
practiced in other examples that depart from these specific
details. In certain instances, descriptions of well known
devices, circuits, and methods are omitted so as not to obscure
the description of the present invention with unnecessary
detail.
Overview

This application describes embodiments of methods, appa-
ratuses and systems for including in a processor instructions

for performing AES encryption and/or decryption. Two such
instructions are:

AESENCRYPT (argl)xmmdestination, (arg2)
xXmmsource/memory

AESDECRYPT (argl)xmmdestination, (arg2)
xXmmsource/memory

The xmmsource/memory supplies the plaintext to be used
in the encryption case, and the xmmdestination will be the
ciphertext. In the decryption case the roles are reversed, and
the source is ciphertext with the destination being plaintext.
In some implementations, both operands may be used to
encrypt or decrypt, as will be explained further below. In both
cases the encryption key is supplied to the AESENCRYPT
and/or AESDECRYPT instruction through the use of one or
more 128-bit implicit registers (e.g., XMMO0 & XMM1 as will
be described in greater detail below).

Although much of the following description will focus on
the encryption instruction, AESENCRYPT, those skilled in
the encryption arts will understand that the decryption
instruction, AESDECRYPT, may also be substituted and/or
used in a similar way for decryption. Describing primarily
AESENCRYPT is done purely for clarity and ease of descrip-
tion, and does not indicate that one of the instructions is any
more important than the other.

Computer System

FIG. 1 illustrates an example computer system 100 accord-
ing to one embodiment of the invention. Computer system
100 includes an interconnect 101 for communicating infor-
mation. The interconnect 101 may include a multi-drop bus,
one or more point-to-point interconnects, or any combination
of the two, as well as any other communications hardware
and/or software.

FIG. 1 illustrates a processor 109, for processing informa-
tion, coupled with interconnect 101. Processor 109 represents
a central processing unit of any type of architecture, including
a CISC or RISC type architecture.

Computer system 100 further includes a random access
memory (RAM) or other dynamic storage device (referred to
as main memory 104), coupled to interconnect 101 for storing
information and instructions to be executed by processor 109.
Main memory 104 also may be used for storing temporary
variables or other intermediate information during execution
of instructions by processor 109.

Computer system 100 also includes a read only memory
(ROM) 106, and/or other static storage device, coupled to
interconnect 101 for storing static information and instruc-
tions for processor 109. Data storage device 107 is coupled to
interconnect 101 for storing information and instructions.

FIG. 1 also illustrates that processor 109 includes an execu-
tion unit 130, a register file 150, a cache 160, a decoder 165,
and an internal interconnect 170. Of course, processor 109
contains additional circuitry that is not necessary to under-
standing the invention.
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Decoder 165 is for decoding instructions received by pro-
cessor 109 and execution unit 130 is for executing instruc-
tions received by processor 109. In addition to recognizing
instructions typically implemented in general purpose pro-
cessors, decoder 165 and execution unit 130 recognize
instructions, as described herein, for performing AES encryp-
tion or decryption (AESENCRYPT or AESDECRYPT)
operations. The decoder 165 and execution unit 130 recog-
nize instructions for performing AESENCRYPT or AESDE-
CRYPT operations on both packed and unpacked data.

Execution unit 130 is coupled to register file 150 by inter-
nal interconnect 170. Again, the internal interconnect 170
need not necessarily be a multi-drop bus and may, in alterna-
tive embodiments, be a point-to-point interconnect or other
type of communication pathway.

Register file(s) 150 represents a storage area of processor
109 for storing information, including data. It is understood
that one aspect of the invention is the described instruction
embodiments for performing AESENCRYPT or AESDE-
CRYPT operations on packed or unpacked data. According to
this aspect of the invention, the storage area used for storing
the data is not critical. However, embodiments of the register
file 150 are later described with reference to FIG. 2.

Execution unit 130 is coupled to cache 160 and decoder
165. Cache 160 is used to cache data and/or control signals
from, for example, main memory 104. Decoder 165 is used
for decoding instructions received by processor 109 into con-
trol signals and/or microcode entry points. These control
signals and/or microcode entry points may be forwarded from
the decoder 165 to the execution unit 130.

Inresponse to these control signals and/or microcode entry
points, execution unit 130 performs the appropriate opera-
tions. For example, if an AESENCRYPT or AESDECRYPT
instruction is received, decoder 165 causes execution unit 130
to perform the required bit encryption or decryption. For at
least some embodiments, the execution unit 130 may encrypt
or decrypt 128 bits of plaintext or ciphertext using one or
more keys (see, e.g., crypto circuitry 145).

Decoder 165 may be implemented using any number of
different mechanisms (e.g., a look-up table, a hardware
implementation, a PLA, etc.). Thus, while the execution of
the various instructions by the decoder 165 and execution unit
130 may be represented herein by a series of if/then state-
ments, it is understood that the execution of an instruction
does not require a serial processing of these if/then state-
ments. Rather, any mechanism for logically performing this
if/then processing is considered to be within the scope of the
invention.

FIG. 1 additionally shows a data storage device 107 (e.g., a
magnetic disk, optical disk, and/or other machine readable
media) can be coupled to computer system 100. In addition,
the data storage device 107 is shown to include code 195 for
execution by the processor 109. The code 195 can include one
or more embodiments of an AESENCRYPT or AESDE-
CRYPT instruction 142, and can be written to cause the
processor 109 to perform bit AES encryption or decryption
with the AESENCRYPT or AESDECRYPT instruction(s)
142 for any number of security-related purposes.

Computer system 100 can also be coupled via interconnect
101 to a display device 121 for displaying information to a
computer user. Display device 121 can include a frame buffer,
specialized graphics rendering devices, a liquid crystal dis-
play (LCD), and/or a flat panel display.

An input device 122, including alphanumeric and other
keys, may be coupled to interconnect 101 for communicating
information and command selections to processor 109.
Another type of user input device is cursor control 123, such
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as a mouse, a trackball, a pen, a touch screen, or cursor
direction keys for communicating direction information and
command selections to processor 109, and for controlling
cursor movement on display device 121. This input device
typically has two degrees of freedom in two axes, a first axis
(e.g.,x) and a second axis (e.g., y), which allows the device to
specify positions in a plane. However, this invention should
not be limited to input devices with only two degrees of
freedom.

Another device that may be coupled to interconnect 101 is
a hard copy device 124 which may be used for printing
instructions, data, or other information on a medium such as
paper, film, or similar types of media. Additionally, computer
system 100 can be coupled to a device for sound recording,
and/or playback 125, such as an audio digitizer coupled to a
microphone for recording information. Further, the device
125 may include a speaker which is coupled to a digital to
analog (D/A) converter for playing back the digitized sounds.

Computer system 100 can be a terminal in a computer
network (e.g., a LAN). Computer system 100 would then be
a computer subsystem of a computer network. Computer
system 100 optionally includes video digitizing device 126
and/or a communications device 190 (e.g., a serial commu-
nications chip, a wireless interface, an Ethernet chip or a
modem, which provides communications with an external
device or network). Video digitizing device 126 can be used to
capture video images that can be transmitted to others on the
computer network.

For at least one embodiment, the processor 109 supports an
instruction set that is compatible with the instruction set used
by existing processors (such as, e.g., the Intel® Pentium®
Processor, Intel® Pentium® Pro processor, Intel® Pentium®
II processor, Intel® Pentium® III processor, Intel® Pen-
tium® 4 Processor, Intel® Itanium® processor, Intel® Ita-
nium® 2 processor, or the Intel® Core™ Duo processor)
manufactured by Intel Corporation of Santa Clara, Calif. As a
result, processor 109 can support existing processor opera-
tions in addition to the operations of the invention. Processor
109 may also be suitable for manufacture in one or more
process technologies and by being represented on a machine
readable media in sufficient detail, may be suitable to facili-
tate said manufacture. While the invention is described below
as being incorporated into an x86 based instruction set, alter-
native embodiments could incorporate the invention into
other instruction sets. For example, the invention could be
incorporated into a 64-bit processor using an instruction set
other than the x86 based instruction set.

FIG. 2 illustrates the register file of the processor according
to one alternative embodiment of the invention. The register
file 150 may be used for storing information, including con-
trol/status information, integer data, floating point data, and
packed data. In the embodiment shown in FIG. 2, the register
file 150 includes integer registers 201, registers 209, status
registers 208, extension registers 210, and instruction pointer
register 211. Status registers 208, instruction pointer register
211, integer registers 201, registers 209, are all coupled to
internal interconnect 170. Additionally, extension registers
210 are also coupled to internal interconnect 170. The internal
interconnect 170 may be, but need not necessarily be, a multi-
drop bus. The internal interconnect 170 may instead may be
any other type of communication pathway, including a point-
to-point interconnect.

For at least one embodiment, the extension registers 210
are used for both packed integer data and packed floating
point data. For alternative embodiments, the extension regis-
ters 210 may be used for scalar data, packed Boolean data,
packed integer data and/or packed floating point data. Of
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course, alternative embodiments may be implemented to con-
tain more or less sets of registers, more or less registers in
each set or more or less data storage bits in each register
without departing from the broader scope of the invention.

For at least one embodiment, the integer registers 201 are
implemented to store thirty-two bits, the registers 209 are
implemented to store eighty bits (all eighty bits are used for
storing floating point data, while only sixty-four are used for
packed data) and the extension registers 210 are implemented
to store 128 bits. In addition, extension registers 210 may
contain eight registers, XR0 213a through XR7 213%. XR0
213a, XR1 2135 and XR2 213¢ are examples of individual
registers in registers 210. For example, 128-bit extension
registers 210 may be used to provide one or both operands for
an AESENCYPT instruction, and may be used to provide one
or both of the implicit registers (e.g., XMMO0 & XMM1) used
by the AESENCYPT instruction.

For another embodiment, the integer registers 201 each
contain 64 bits, the extension registers 210 each contain 64
bits and extension registers 210 contains sixteen registers. For
one embodiment two registers of extension registers 210 may
be operated upon as a pair. For yet another alternative
embodiment, extension registers 210 contains thirty-two reg-
isters.

AES Encryption and/or Decryption Operation(s)

FIG. 3 conceptually illustrates an AES encryption instruc-
tion (AESENCRYPT Argl, Arg2) 310 used in ECB mode. As
shown, AESENCRYPT 310 has two operands, one of which,
Arg2, supplies the plaintext to be encrypted. The encrypted
ciphertext is written to Argl of AESENCRYPT 310. The
encryption key is supplied from one or more of the implicit
128-bit registers XMMO0 and XMM1. If, for example, the
encryption key is 128 bits in length, it may be supplied by one
of the registers XMMO. In such a case, the other register
XMM1 may be used in another capacity, as will be described
with regard to FIG. 4.

As may be seen in FIG. 3, AESENCRYPT 310 is used in
ECB mode by encrypting the plaintext from Arg2 with a key.
One scheme to determine which mode (e.g., ECB, CBC, etc.)
in which AESENCRYPT 310 operates is to use the operands
to determine the mode. In one implementation, AESEN-
CRYPT 310 exclusive ORs (XORs) its operands, Argl and
Arg2 before encrypting the result with the key. Such scheme,
which will be described in further detail with regard to FIG. 4,
enables one or two inputs to AESENCRYPT 310. If only one
input is desired, such as Arg2 for ECB mode as shown in FIG.
3, the other operand Argl may be set to zero so that the XOR
operation by AESENCRYPT 310 yields just the first operand,
Arg2, for encryption by the key. How this XORing scheme
may beused for CBC and CTR mode will be further described
with regard to FIGS. 5-9.

Another scheme (not shown) for determining in which
mode AESENCRYPT 310 operates may be to employ an
immediate byte in the AESENCRYPT 310 instruction in
addition to the two operands Argl and Arg2. This second
scheme, in contrast to the first where the operands are
XORed, may specify how and/or whether to use one or both
of the operands of AESENCRYPT 310 based on the content
of'the immediate byte. Other schemes than these two are both
possible and contemplated to enable a single, two operand
instruction, such as AESENCRYPT 310 (or AESDECRYPT)
to be used in multiple different modes (e.g., ECB, CBC, CTR,
etc.).

FIG. 4 illustrates example code (e.g., which when executed
by processor 190 constitutes a method) 410 for using AES-
ENCRYPT 310 in ECB mode. First the encryption key is
loaded (via MOV instruction or similar) into one of the
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6

implicit registers XMMO0. Next a value (e.g., 16) may be
loaded (via MOV instruction or similar) into another register
ECX to set the number of 128-bit blocks of plaintext to AES
encrypt. This value multiplied by 128 bits may specify the
total length of the plaintext to be encrypted by code 410. After
such initialization, a loop including AESENCRYPT 310 may
be executed ECX times.

Within the loop, the second implicit register XMM1 is
cleared for ECB mode by loading a value of zero. As
explained above, this value of zero when XORed by AESEN-
CRYPT 310 with the second operand, produces the second
operand which is the desired result to operate in ECB mode.
Turning to the next instruction, AESENCRYPT 310 takes the
plaintext in Plainmemory[ECX], encrypts the plaintext with
the key in XMMO, and writes the result into the second
implicit register XMM1. Next the ciphertext in XMM1 is
stored to Ciphermemory[ECX] and the loop value in ECX is
decremented before jumping back to the beginning of the
loop.

At the next loop, XMM1 is again cleared of the encrypted
result for the previous 128 bits. In this way, AESENCRYPT
310 has the single input of Plainmemory[ ECX] for the dec-
remented value in ECX to be encrypted by the key in XMMO0.
The looping execution of code 410 may continue until all
blocks of plaintext specified by the initial value loaded into
ECX have been AES encrypted in ECB mode.

FIG. 5 conceptually illustrates an AES encryption instruc-
tion (AESENCRYPT Argl, Arg2) 310 used in CBC mode. As
shown, AESENCRYPT 310 has two operands, one of which,
Arg2, supplies the plaintext to be encrypted. In CBC mode,
the other operand, Argl, provides so-called “old” ciphertext
from the prior encrypted block, which is XORed with the
plaintext by AESENCRYPT 310 before encryption. The
encryption key is supplied from one or more of the implicit
128-bit registers XMMO0 and XMM1. The encrypted cipher-
text for the current block is overwritten on Argl of AESEN-
CRYPT 310.

FIG. 6 conceptually illustrates two chained AES encryp-
tion instructions 600 used in CBC mode. This visually shows
the temporal nature of CBC mode (the first-in-time operation
appearing on the left of the figure), where the result of the
previous encryption block is XORed with the new plaintext.
This produces a more random ciphertext than ECB mode
(e.g., in ECB mode the same plaintext block will encrypt into
the same ciphertext block given the same key). In CBC mode
as shown in FIG. 6, the ciphertext for a given block of plain-
text depends upon the ciphertext result of the previous round.

FIG. 7 illustrates example code (e.g., which when executed
by processor 190 constitutes a method) 710 for using the AES
encryption instruction in CBC mode. First the encryption key
is loaded (via MOV instruction or similar) into one of the
implicit registers XMMO0. Next a value (e.g., 16, but this
number may be higher or lower) may be loaded (via MOV
instruction or similar) into another register ECX to set the
number of 128-bit blocks of plaintext to AES encrypt. This
value multiplied by 128 bits may specify the total length of
the plaintext to be encrypted by code 710. Also, for the first
time through the loop, XMM1 may be cleared by loading a
zero, because there is no ciphertext from a prior block with
which to combine with the first block of plaintext. After such
initialization, a loop including AESENCRYPT 310 may be
executed ECX times.

Within the loop, AESENCRYPT 310 takes the plaintext in
Plainmemory[ECX], XORs it with the value in XMM1 (e.g.,
zero for the first time through the loop), encrypts the XORed
result with the key in XMMO0, and writes the result into the
second implicit register XMM1 over the value that was
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already there. Next the ciphertext in XMM]1 is stored to
Ciphermemory[ECX] and the loop value in ECX is decre-
mented before jumping back to the beginning of the loop.

At the next loop, and differently from ECB mode, the
non-zero ciphertext result for the previous 128 bits in XMM1
is not cleared. Rather, it is XORed with the next block of
plaintext by AESENCRYPT 310 prior to encryption with the
key according to CBC mode. In this manner, AESENCRYPT
310 has the double inputs of Plainmemory[ECX] for the
decremented value in ECX and the ciphertext value in XMM1
from the previous loop. The AESENCRYPT 310 instruction
XORs the two inputs and encrypts the result with the key in
XMMO. The looping execution of code 410 may continue
until all blocks of plaintext specified by the initial value
loaded into ECX have been AES encrypted in CBC mode.

The above-described scheme and system may advanta-
geously perform CBC mode and ECB mode encryption using
a single, two operand instruction. This instruction allows
tighter loops for AES in its most common two modes. The
instruction works with a limited number of operands, and
moves the most common usage of AES into a single instruc-
tion which still supports the second most frequent usage.

FIG. 8 conceptually illustrates an AES encryption instruc-
tion (AESENCRYPT Argl, Arg2) 810 used in CTR mode. As
shown, AESENCRYPT 810 has two operands, one of which,
Arg2, supplies the counter value to be encrypted. In CTR
mode, the other operand, Argl, provides the plaintext to be
encrypted, which is XORed with the plaintext by AESEN-
CRYPT 810 after encryption. The encryption key is supplied
from one or more of the implicit 128-bit registers XMMO0 and
XMM1. The encrypted ciphertext for the current block is
overwritten on Argl of AESENCRYPT 810.

FIG. 9 illustrates example code (e.g., which when executed
by processor 190 constitutes a method) 910 for using the AES
encryption instruction in CTR mode. First the encryption key
is loaded (via MOV instruction or similar) into one of the
implicit registers XMMO0. Next a value (e.g., 16, but this
number may be higher or lower) may be loaded (via MOV
instruction or similar) into another register ECX to set the
number of 128-bit blocks of plaintext to AES encrypt. This
value multiplied by 128 bits may specify the total length of
the plaintext to be encrypted by code 910. Next a Counter
value is loaded (via MOV instruction or similar) into another
XMM register (such as XMM4). After such initialization, a
loop including AESENCRPT 810 may be executed ECX
times.

Within the loop, AESENCRYPT 810 takes the counter
value will actually encrypt the counter value and then perform
the XOR with the plaintext data to produce the ciphertext.
Next the ciphertext in XMM3 is stored to Ciphermemory
[ECX] and the loop value in ECX is decremented before
jumping back to the beginning of the loop. Afterwards, the
counter is adjusted as appropriate (via an ADD, MUL or other
instruction). The loop otherwise proceeds identically to ECB
mode.

The foregoing description of one or more implementations
provides illustration and description, but is not intended to be
exhaustive or to limit the scope of the invention to the precise
form disclosed. Modifications and variations are possible in
light of the above teachings or may be acquired from practice
of various implementations of the invention.

For example, although AES encryption and decryption
have been described for a 128-bit key, the NIST standard in
FIPS Publication 197 permits 192-bit and 256-bit keys. In
such a case, XMM1 may be used for the other 64 bits or 128
bits in the 192-bit or 256-bit key. In such a case, some other
128 bit register (e.g., XMM2, XMM3, etc.) may be used

20

25

30

40

45

55

8

instead of XMM1 in code 410 or code 710 or code 910 (or
whatever code in which AESENCRYPT or AESDECRYPT
resides), because a portion of the key is resident in XMM1.

Although AESENCRYPT has been described above, AES-
DECRYPT Argl, Arg2 may be used in a similar manner to
support AES decryption in ECB mode, CTR mode and in
CBC mode. Those skilled in the art will recognize that use of
AESDECRYPT in ECB mode is relatively straightforward,
while CBC mode may entail additional computation, such as
the inverse or opposite of the XOR operation performed by
AESENCRYPT during encryption.

It should also be recognized that although the details of
exactly how AESENCRYPT and AESDECRYPT perform
the AES algorithm has not been presented, such is well within
the capability of those skilled in the encryption arts. The
particular implementation may tend to be optimized for the
particular processor 190 on which AESENCRYPT and AES-
DECRYPT are executed. In some implementations, these
instructions may be optimized in machine language for the
most rapid execution possible. The details of such optimiza-
tion are not particularly germane to the claimed invention,
and have been omitted for clarity of explanation.

No element, act, or instruction used in the description of the
present application should be construed as critical or essential
to the invention unless explicitly described as such. Also, as
used herein, the article “a” is intended to include one or more
items. Variations and modifications may be made to the
above-described implementation(s) of the claimed invention
without departing substantially from the spirit and principles
of the invention. All such modifications and variations are
intended to be included herein within the scope of this dis-
closure and protected by the following claims.

What is claimed:

1. A processor comprising:

a hardware decoder to decode instructions;

a register file comprising a plurality of registers to store a
plurality of blocks of data; and

a hardware execution unit to execute decoded instructions
decoded by the hardware decoder, the hardware execu-
tion unit including a crypto circuit to execute an
Advanced Encryption Standard (AES) instruction that
has at least two operands including a first operand and a
second operand, the crypto circuit to encrypt the plural-
ity of blocks of data according to a particular AES
encryption mode, determine, during execution of the
AES instruction, the particular AES encryption mode
based at least in part on a value of the first operand,
including to encrypt the second operand with a key
stored in at least a first register of the register file prior to
the AES instruction decoded by the hardware decoder
and subsequently executed by the hardware execution
unit, the at least first register an implicit register not
specified by the AES instruction and included in the
register file, wherein the crypto circuit is to execute the
AES instruction according to the particular AES mode
of Electronic Codebook (ECB) when the first operand
value is zero for a plurality of iterations of a loop of
hardware execution unit execution of the AES instruc-
tion as decoded by the hardware decoder for an AES
instruction operation, and to execute the AES instruction
according to the particular AES mode of Cipher Block
Chaining (CBC) when the first operand value is an
encrypted block of a prior iteration of the plurality of
iterations of the loop of decoded AES instruction execu-
tion, wherein a number of the plurality of iterations of
the loop of decoded AES instruction execution corre-
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sponds to a number of the plurality of blocks of data
according to the particular AES encryption mode.

2. The processor of claim 1, wherein a first block and a
corresponding encrypted result are 128 bits in length.

3. The processor of claim 1, wherein the processor further
comprises an internal interconnect to couple the register file
and the hardware execution unit.

4. The processor of claim 1, wherein the processor further
comprises at least one cache memory.

5. The processor of claim 1, wherein the implicit register
comprises an extension register.

6. The processor of claim 5, wherein the extension register
comprises 128 bits.

7. The processor of claim 1, wherein the at least first reg-
ister comprises a plurality of registers.

8. processor of claim 1, wherein when the AES encryption
mode is Electronic Codebook (ECB), the crypto circuit is to
encrypt a selected block of data of the plurality of blocks of
data by application of an exclusive OR operation to the first
operand having a value of zero and the second operand that
comprises the selected block of data to produce a combined
result, and encrypt the combined result with a key to produce
a corresponding encrypted data block.

9. The processor of claim 1, wherein when the particular
AES encryption mode is CBC, in a first iteration the crypto
circuit is to encrypt a first block of data of the plurality of
blocks of data by application of an exclusive OR operation to
the first operand having an initial value of zero and the second
operand that comprises the first block of data to produce a first
combined result, and encrypt the combined result with a key
to produce a first encrypted data block, and in a second
iteration encrypt a second block of data of the plurality of
blocks of data by application of the exclusive OR operation to
the first operand comprising the first encrypted data block,
and the second operand that comprises the second block of
data to produce a second combined result, and encrypt the
second combined result with a key to produce a second
encrypted data block.

10. The processor of claim 1, wherein when the first oper-
and is a counter value the particular AES mode is determined
to be Counter (CTR), the crypto circuit is to encrypt the first
operand to form an encrypted first operand and apply an
exclusive OR operation to the encrypted first operand and the
second operand that comprises the first block to produce a
first block CTR-encrypted result.

11. The processor of claim 10, wherein after the first block
CTR-encrypted result is produced, the crypto circuit is to
encrypt a second block of data of the plurality of blocks of
data including adjustment of the counter value to an adjusted
counter value, select the first operand to be the adjusted
counter value and encrypt the first operand, select the second
operand to be the second block of data, and apply the exclu-
sive OR operation to the first operand and the second operand
to produce a second CTR-encrypted result.

12. The processor of claim 11, wherein after the second
block CTR-encrypted result is produced, the crypto circuit is
to encrypt a successive block of data of the plurality of blocks
of data including readjustment of the adjusted counter value
to a readjusted counter value, select the first operand to be the
readjusted counter value and encrypt the first operand, select
the second operand to be the successive block of data, and
apply the exclusive OR operation to the first operand and the
second operand to form a successive CTR-encrypted result.

13. A machine-readable non-transitory medium having
stored thereon an instruction, which if executed by amachine,
causes the machine to perform a method comprising:
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receiving an Advanced Encryption Standard (AES)

instruction;

decoding, by a hardware decoder, the AES instruction;

determining an AES mode by which to encrypt a plurality

of blocks of data based at least in part on a value of a first
operand of the AES instruction; and

performing, via a crypto circuit of a hardware execution

unit of a processor, encryption of the blocks of data
including, for each iteration of a plurality of iterations of
a loop of hardware execution unit execution of the AES
instruction as decoded by the hardware decoder for an
AES instruction operation, encrypting the second oper-
and with a key stored in at least a first register of a
register file of the processor prior to the AES instruction
decoded by the hardware decoder and subsequently
executed by the hardware execution unit, the at least first
register an implicit register not specified by the AES
instruction and included in the register file, according to
the particular AES mode of Electronic Codebook (ECB)
when the first operand value is zero for a plurality of
iterations of a loop of decoded AES instruction execu-
tion operation, and according to the particular AES
mode of Cipher Block Chaining (CBC) when the first
operand value is an encrypted block of a prior iteration
of the plurality of iterations of the loop of decoded AES
instruction execution, wherein a number of the plurality
of iterations of the loop of decoded AES instruction
execution corresponds to a number of the plurality of
blocks of data according to the particular AES encryp-
tion mode.

14. The machine-readable non-transitory medium of claim
13, wherein the AES mode is determined to be Electronic
Codebook (ECB) responsive to the first operand having a
value of zero.

15. The machine-readable non-transitory medium of claim
14, wherein the AES mode is determined to be Cipher Block
Chaining (CBC) responsive to the first operand value having
an encoded result.

16. The machine-readable non-transitory medium of claim
15, wherein the method further comprises, when the AES
mode is determined to be CBC: initially selecting the first
operand to have a value of zero and a second operand of the
AES instruction to be a first block of data of the plurality of
blocks of data, applying an exclusive OR operation to the first
operand and the second operand to form a first block unen-
crypted result, and encrypting the first block unencrypted
result using the key to produce a first block CBC-encrypted
result; and after the first block CBC-encrypted result is pro-
duced, selecting the first operand to be the first block CBC-
encrypted result, selecting the second operand to be a second
block of data of the plurality of blocks of data, applying the
exclusive OR operation to the first operand and the second
operand to form a second block unencrypted result, and
encrypting the second block unencrypted result using the key
to produce a second block CBC-encrypted result.

17. The machine-readable non-transitory medium of claim
14, wherein when the AES mode is determined to be ECB, the
method further comprises:

applying an exclusive OR operation to the first operand and

a second operand of the AES instruction to form an
unencrypted block result, wherein for each iteration of
the plurality of iterations the first operand has a first
operand value of zero and the second operand comprises
a corresponding block; and

encrypting the unencrypted block result via the key to

produce an ECB-encrypted block result.
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18. The machine-readable non-transitory medium of claim
13, wherein the method further comprises: determining that
the AES mode is to be Counter (CTR) responsive to the first
operand being a counter value, and encrypting the first oper-
and to form an encrypted first operand; selecting a first block
of'data of'the plurality of blocks of data to be a second operand
of'the AES instruction and applying the exclusive OR opera-
tion to the encrypted first operand and the second operand to
produce a first block CTR-encrypted result; and adjusting the
counter value to an adjusted counter value, selecting the first
operand be the adjusted counter value and encrypting the first
operand, selecting the second operand to be a second block of
data of the plurality of blocks of data, and applying the exclu-
sive OR operation to the first operand and the second operand
to produce a second CTR-encrypted result.

19. A system comprising:

a memory to store an Advanced Encryption Standard
(AES) encryption instruction that has at least two AES
data encryption modes; and

a processor comprising:

a hardware decoder to decode instructions;

a register file comprising a plurality of registers to store
a plurality of blocks of data; and

a hardware execution unit to execute decoded instruc-
tions decoded by the hardware decoder, the hardware
execution unit including a crypto circuit to execute an
Advanced Encryption Standard (AES) instruction
that has at least two operands including a first operand
and a second operand, the crypto circuitto encrypt the
plurality of blocks of data according to a particular
AES encryption mode, determine, during execution
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of'the AES instruction, the particular AES encryption
mode based at least in part on a value of the first
operand, including to encrypt the second operand
with a key stored in at least a first register of the
register file prior to the AES instruction decoded by
the hardware decoder and subsequently executed by
the hardware execution unit, the at least first register
an implicit register not specified by the AES instruc-
tion and included in the register file, wherein the
crypto circuit is to execute the AES instruction
according to the particular AES mode of Electronic
Codebook (ECB) when the first operand value is zero
for a plurality of iterations of a loop of hardware
execution unit execution of the AES instruction as
decoded by the hardware decoder for an AES instruc-
tion operation, and to execute the AES instruction
according to the particular AES mode of Cipher Block
Chaining (CBC) when the first operand value is an
encrypted block of a prior iteration of the plurality of
iterations of the loop of decoded AES instruction
execution, wherein a number of the plurality of itera-
tions of the loop of decoded AES instruction execu-
tion corresponds to a number of the plurality of blocks
of data according to the particular AES encryption
mode.

20. The system of claim 19, wherein the processor further

comprises at least one cache memory.
21. The system of claim 19, wherein the implicit register
comprises an extension register comprising 128 bits.
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